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&XUUHQW�3UREOHPV�ZLWK�0HVVDJLQJ�0DQDJHPHQW �������������������� ��
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7HFKQRORJ\�3UDFWLFHV�DQG�3UHIHUHQFHV ���������������������������������� ���
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:K\�<RX�6KRXOG�5HDG�7KLV�5HSRUW�
�
7KHUH�DUH�WKUHH�FULWLFDO�SUREOHPV�WKDW�DQ�RUJDQL]DWLRQ�IDFHV�
LI�LW�GRHV�QRW�DGHTXDWHO\�PDQDJH�WKH�GDWD�LQ�LWV�PHVVDJLQJ�
V\VWHPV�WKURXJK�WKH�DSSOLFDWLRQ�RI�DQ�DSSURSULDWH�DUFKLYLQJ�
V\VWHP��
�
• $Q�LQDELOLW\�WR�FRPSO\�ZLWK�UHJXODWRU\�UHTXLUHPHQWV���

$OWKRXJK�ILQDQFLDO�VHUYLFHV��JRYHUQPHQW�DQG�KHDOWKFDUH�
UHODWHG�RUJDQL]DWLRQV�IDFH�WKH�PRVW�VWULQJHQW�
UHTXLUHPHQWV�IRU�UHJXODWRU\�FRPSOLDQFH��DOO�ILUPV�DUH�
UHTXLUHG�WR�PDLQWDLQ�UHFRUGV�IRU�SHULRGV�RI�VRPHWLPHV�XS�
WR����\HDUV��ZKLFK�LQFOXGHV�UHFRUGV�VWRUHG�ZLWKLQ�D�
PHVVDJLQJ�V\VWHP��

�
• ,QFUHDVHG�OHJDO�H[SRVXUH���$W�VRPH�SRLQW��PRVW�ILUPV�ZLOO�

EH�LQYROYHG�LQ�D�OHJDO�DFWLRQ�RI�VRPH�NLQG���$�WHFKQLFDO�
LQDELOLW\�WR�SURGXFH�FRXUW�RUGHUHG�HPDLOV�DQG�RWKHU�
HOHFWURQLF�GRFXPHQWV�EHFDXVH�RI�D�ODFN�RI�DSSURSULDWH�
HPDLO�UHWHQWLRQ�SUDFWLFHV�LV�QR�ORQJHU�FRQVLGHUHG�DQ�
DFFHSWDEOH�OHJDO�GHIHQVH�IRU�QRW�SURYLGLQJ�WKHVH�
GRFXPHQWV�GXULQJ�GLVFRYHU\�RU�RWKHU�SKDVHV�RI�D�OHJDO�
DFWLRQ��

�
• $�ORVV�RI�FRUSRUDWH�NQRZOHGJH���7KH�LQIRUPDWLRQ�

FRQWDLQHG�ZLWKLQ�WKH�W\SLFDO�FRUSRUDWH�PHVVDJLQJ�V\VWHP�
UHSUHVHQWV�D�ODUJH�SURSRUWLRQ�RI�WKH�NQRZOHGJH�EDVH�RI�
WKH�RUJDQL]DWLRQ���$Q�LQDELOLW\�WR�HIIHFWLYHO\�VWRUH�DQG�
UHWULHYH�WKLV�LQIRUPDWLRQ�IRU�ODWHU�XVH�VTXDQGHUV�D�JUHDW�
GHDO�RI�WKH�YDOXH�WKDW�WKH�RUJDQL]DWLRQ�KDV�SDLG�
HPSOR\HHV�DQG�RWKHUV�WR�SURGXFH��

�
7KLV�UHSRUW�LV�LPSRUWDQW�UHDGLQJ�IRU�DQ\RQH�LQYROYHG�LQ�
PDQDJLQJ�D�EXVLQHVV�RU�D�PHVVDJLQJ�V\VWHP���ILUVW��LW�SUHVHQWV�
WKH�FXUUHQW�VWDWH�RI�WKH�PHVVDJLQJ�PDQDJHPHQW�SUREOHP�
E\�GLVFXVVLQJ�WKH�UHVXOWV�RI�D�VXUYH\�UHFHQWO\�XQGHUWDNHQ�E\�
2VWHUPDQ�5HVHDUFK���7KLV�VXUYH\�IRFXVHG�RQ�WKH�VSHFLILF�
SDLQ�SRLQWV�IHOW�E\�RUJDQL]DWLRQV�EHFDXVH�RI�LQDGHTXDWH�
PHVVDJLQJ�PDQDJHPHQW�SUDFWLFHV��DQG�WKH�FRQVHTXHQFHV�
RI�WKLV�SRRU�PDQDJHPHQW���6HFRQG��LW�GLVFXVVHV�D�QHZ�
RIIHULQJ�IURP�.96�DQG�(0&�WKDW�SURYLGHV�D�FRVW�HIIHFWLYH�
VROXWLRQ�WR�WKH�PHVVDJLQJ�PDQDJHPHQW�DQG�FRPSOLDQFH�
SUREOHP��
�
,Q�VKRUW��WKLV�GRFXPHQW�SUHVHQWV�WKH�FXUUHQW�VWDWH�RI�WKH�
PHVVDJLQJ�PDQDJHPHQW�SUREOHP�DQG�ZKDW�DQ�
RUJDQL]DWLRQ�FDQ�GR�WR�VROYH�LW��

7KHUH�DUH�WKUHH�
FULWLFDO�SUREOHPV�
WKDW�DQ�
RUJDQL]DWLRQ�IDFHV�
LI�LW�GRHV�QRW�
DGHTXDWHO\�
PDQDJH�WKH�GDWD�
LQ�LWV�PHVVDJLQJ�
V\VWHPV� 
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2YHUYLHZ�
�
7KHUH�DUH�D�QXPEHU�RI�PHVVDJLQJ�UHODWHG�FKDOOHQJHV�IDFLQJ�
WKH�HQWHUSULVH�WRGD\��LQFOXGLQJ��
�
• 5DSLG�JURZWK�LQ�WKH�VL]H�RI�WKH�YDULRXV�PHVVDJH�VWRUHV�LQ�

XVH�WKURXJKRXW�WKH�HQWHUSULVH��
�
• ,QFUHDVLQJ�FRVWV�RI�VWRUDJH�FDXVHG�E\�WKH�UDSLG�LQFUHDVH�

LQ�PHVVDJLQJ�UHODWHG�GDWD�HQWHULQJ�WKH�HQWHUSULVH��
�
• 'LIILFXOWLHV�LQ�DUFKLYLQJ�DOO�RI�WKH�GDWD�WKDW�WKH�HQWHUSULVH�

PXVW�UHWDLQ�RQ�D�ORQJ�WHUP�EDVLV�LQ�RUGHU�WR�PHHW�
UHJXODWRU\�DQG�RWKHU�UHTXLUHPHQWV��

�
7KH�ILQDQFLDO�VHUYLFHV�LQGXVWU\�IDFHV�WKH�PRVW�VWULQJHQW�
UHTXLUHPHQWV�IRU�FRPSOLDQFH�EHFDXVH�RI�UHTXLUHPHQWV�
LPSRVHG�E\�WKH�6HFXULWLHV�DQG�([FKDQJH�&RPPLVVLRQ��6(&��
PRVW�QRWDEO\��EXW�DOVR�E\�WKH�1DWLRQDO�$VVRFLDWLRQ�RI�
6HFXULWLHV�'HDOHUV��1$6'��DQG�RWKHU�HQWLWLHV���6SHFLILFDOO\��
EURNHU�GHDOHUV�DUH�UHTXLUHG�WR�FRPSO\�ZLWK�D�QXPEHU�RI�
UHTXLUHPHQWV��LQFOXGLQJ�6(&�5XOH���D���E������ZKLFK�UHTXLUHV�
EURNHU�GHDOHUV�WR�PDLQWDLQ�WKH�RULJLQDO�YHUVLRQV�RI�DOO�
FRPPXQLFDWLRQV�VHQW�DQG�UHFHLYHG�WKDW�UHODWH�WR�WKHLU�
EXVLQHVV�DFWLYLWLHV��
�
8QIRUWXQDWHO\�IRU�EURNHU�GHDOHUV��WKH�6(&�KDV�QRW�VSHFLILHG�
WKH�FRQWHQW�WKDW�QHHGV�WR�EH�UHWDLQHG�DQG�ZKDW�FDQ�EH�
GLVFDUGHG��EXW�WKH�DJHQF\�KDV�FUHDWHG�D�QXPEHU�RI�YHU\�
VSHFLILF�JXLGHOLQHV�UHJDUGLQJ�KRZ�HOHFWURQLF�GRFXPHQWV�DUH�
WR�EH�VWRUHG���7KHVH�UHTXLUHPHQWV�LQFOXGH�WKH�GHSOR\PHQW�RI�
V\VWHPV�WKDW�PDNH�LW�LPSRVVLEOH�WR�HUDVH�GRFXPHQWV�GXULQJ�
WKH�UHTXLUHG�UHWHQWLRQ�SHULRG��DQG�WKH�DELOLW\�WR�YHULI\�WKH�
LQWHJULW\�RI�WKH�VWRUDJH�SURFHVV��DPRQJ�PDQ\�RWKHU�
UHTXLUHPHQWV��
�
7R�XQGHUVWDQG�WKH�GHSWK�RI�WKH�SUREOHPV�IDFHG�E\�ILQDQFLDO�
VHUYLFHV�DQG�RWKHU�RUJDQL]DWLRQV�WU\LQJ�WR�SURSHUO\�PDQDJH�
WKHLU�PHVVDJLQJ�LQIUDVWUXFWXUHV��2VWHUPDQ�5HVHDUFK�
XQGHUWRRN�DQ�LQ�GHSWK�UHVHDUFK�VWXG\�WKDW�ZDV�VSRQVRUHG�
E\�.96�DQG�(0&���7KH�SXUSRVH�RI�WKH�VWXG\�ZDV�WR��
�
• 8QGHUVWDQG�WKH�FXUUHQW�VWDWH�RI�DUFKLYLQJ�LQ�WKH�FRQWH[W�

RI�HQWHUSULVH�PHVVDJLQJ��
�

7KHUH�DUH�D�
QXPEHU�RI�
PHVVDJLQJ�UHODWHG�
FKDOOHQJHV�IDFLQJ�
WKH�HQWHUSULVH�
WRGD\� 
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• 8QGHUVWDQG�WKH�SUREOHPV�WKDW�RUJDQL]DWLRQV�IDFH�LQ�
PDQDJLQJ�WKH�LQFUHDVLQJ�IORRG�RI�PHVVDJLQJ�DQG�UHODWHG�
GDWD�WKDW�HQWHUV�WKHLU�RUJDQL]DWLRQV��

�
• 8QGHUVWDQG�KRZ�RUJDQL]DWLRQV�GHDO�ZLWK�WKLV�LQIRUPDWLRQ�

DQG�KRZ�YDULRXV�JRYHUQPHQW�DQG�RWKHU�UHJXODWLRQV�
LPSDFW�WKHP��

�
• 8QGHUVWDQG�KRZ�WKH�DSSOLFDWLRQ�RI�DUFKLYLQJ�

WHFKQRORJLHV�FRXOG�VROYH�WKH�FXUUHQW�SUREOHPV�IDFHG�E\�
PHVVDJLQJ�DGPLQLVWUDWRUV��

�
,Q�RUGHU�WR�DFFRPSOLVK�WKH�JRDOV�RI�WKLV�SURMHFW��2VWHUPDQ�
5HVHDUFK�VXUYH\HG�����RUJDQL]DWLRQV�LQ�1RUWK�$PHULFD�WKDW�
VHUYH�D�YDULHW\�RI�LQGXVWULHV��LQFOXGLQJ�PDQXIDFWXULQJ��
JRYHUQPHQW��XWLOLWLHV�DQG�OLIH�VFLHQFHV���7KHVH�RUJDQL]DWLRQV�
UDQJH�LQ�VL]H�IURP�����WR���������HPDLO�XVHUV��ZLWK�D�PHDQ�RI�
�������XVHUV�SHU�RUJDQL]DWLRQ���7KH�VXUYH\V�ZHUH�FRQGXFWHG�
ZLWK�PHPEHUV�RI�WKH�2VWHUPDQ�5HVHDUFK�VXUYH\�SDQHO�XVLQJ�
:HE�EDVHG�VXUYH\V�GXULQJ�WKH�SHULRG�0DUFK����WKURXJK�
0DUFK�����������
�
�
&XUUHQW�3UREOHPV�ZLWK�0HVVDJLQJ�0DQDJHPHQW�
�
7KH�WRWDO�DPRXQW�RI�LQIRUPDWLRQ�KRXVHG�LQ�WKH�W\SLFDO�
PHVVDJH�VWRUH�LV�LQFUHDVLQJ�GUDPDWLFDOO\���RXU�UHVHDUFK�
GHPRQVWUDWHG�WKDW�GXULQJ�WKH�SUHYLRXV����PRQWKV��WKH�
DYHUDJH�PHVVDJH�VWRUH�VL]H�KDV�LQFUHDVHG�E\������DOWKRXJK�
PDQ\�RUJDQL]DWLRQV�KDYH�H[SHULHQFHG�JURZWK�RI������RU�
PRUH�GXULQJ�WKLV�SHULRG��
�
7KH�SULPDU\�FRQWULEXWRUV�WR�WKLV�JURZWK�KDYH�EHHQ�LQFUHDVLQJ�
XVH�RI�DWWDFKPHQWV��FLWHG�E\�����RI�UHVSRQGHQWV�DV�D�PDMRU�
FRQWULEXWRU�WR�WKH�LQFUHDVH�LQ�PHVVDJH�VWRUH�JURZWK���WKH�
LQFUHDVLQJ�XVH�RI�HPDLO�LQ�JHQHUDO�������DQG�VSDP���������,Q�
IDFW��2VWHUPDQ�5HVHDUFK�EHOLHYHV�WKDW�WKH�GHJUHH�WR�ZKLFK�
VSDP�LV�FRQWULEXWLQJ�WR�WKH�RYHUDOO�JURZWK�LQ�PHVVDJH�VWRUH�
VL]H�PD\�DFWXDOO\�EH�XQGHUHVWLPDWHG���VSDP�FXUUHQWO\�
DFFRXQWV�IRU�DERXW�����RI�DOO�HPDLO�WUDIILF�DW�SUHVHQW��DQG�D�
VLJQLILFDQW�SHUFHQWDJH�RI�RUJDQL]DWLRQV�GR�QRW�\HW�KDYH�LQ�
SODFH�DGHTXDWH�VSDP�ILOWHUV���7KLV�UHVXOWV�LQ�DQ�HQRUPRXV�
DPRXQW�RI�XQZDQWHG�HPDLO�UHDFKLQJ�HQG�XVHUV��ILOOLQJ�
EDFNXSV�DQG�DUFKLYHV��DQG�VR�IRUWK��
�
2WKHU�FRQWULEXWRUV�WR�WKH�LQFUHDVLQJ�JURZWK�LQ�WKH�VL]H�RI�WKH�
PHVVDJH�VWRUH�LQFOXGH�WZR�IDFWRUV�WKDW�DUH�GLUHFWO\�UHOHYDQW�

'XULQJ�WKH�SUHYLRXV�
���PRQWKV��WKH�
DYHUDJH�PHVVDJH�
VWRUH�VL]H�KDV�
LQFUHDVHG�E\����� 
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WR�WKH�DUFKLYLQJ�LVVXH���LQFUHDVHG�OHJDO�FRQFHUQV�DERXW�GDWD�
UHWHQWLRQ��FLWHG�E\�����RI�UHVSRQGHQWV�DV�D�PDMRU�
FRQWULEXWRU��DQG�LQFUHDVHG�UHJXODWRU\�UHTXLUHPHQWV��������
�
7KHUH�LV�DQ�(QRUPRXV�3RWHQWLDO�IRU�'DWD�/RVV�
2XU�UHVHDUFK�KDV�IRXQG�WKDW�DERXW�����RI�WKH�FULWLFDO�GDWD�
WKDW�D�W\SLFDO�HPDLO�XVHU�QHHGV�WR�GR�KLV�RU�KHU�MRE�LV�KRXVHG�
LQ�WKH�PHVVDJLQJ�V\VWHP��HLWKHU�DV�DWWDFKPHQWV��PHVVDJHV��
FRQWDFWV�RU�RWKHU�LQIRUPDWLRQ���&RQVHTXHQWO\��EHFDXVH�WKLV�
LQIRUPDWLRQ�LV�YDOXDEOH�WR�XVHUV��LW�LV�YDOXDEOH�WR�WKH�
RUJDQL]DWLRQ�WKDW�HPSOR\HHV�WKHVH�XVHUV��VLQFH�WKH�
RUJDQL]DWLRQ�KDV�SDLG�WKHP�WR�FUHDWH�DQG�PDNH�XVH�RI�WKLV�
LQIRUPDWLRQ�RQ�D�UHJXODU�EDVLV���)XUWKHU��RXU�UHVHDUFK�IRXQG�
WKDW�����RI�RUJDQL]DWLRQV�EHOLHYH�WKDW�DFFHVV�WR�WKHLU�
RUJDQL]DWLRQ·V�PHVVDJLQJ�V\VWHP�DQG�FRQWHQW�LQ�WKH�FRQWH[W�
RI�EXVLQHVV�FRQWLQXLW\�DQG�GLVDVWHU�UHFRYHU\�LV�´H[WUHPHO\�
LPSRUWDQWµ��ZKLOH�DQRWKHU�����EHOLHYH�LW�WR�EH�QHDUO\�DV�
LPSRUWDQW��
�
+RZHYHU��RXU�UHVHDUFK�LQGLFDWHV�WKDW�LQ�����RI�RUJDQL]DWLRQV��
WKHUH�LV�QR�PHFKDQLVP�LQ�SODFH�WR�HQVXUH�WKDW�XVHUV�GR�QRW�
GHOHWH�PHVVDJLQJ�V\VWHP�FRQWHQW�WKDW�LV�LPSRUWDQW�IRU�WKH�
RUJDQL]DWLRQ�WR�UHWDLQ�RQ�D�ORQJ�WHUP�EDVLV���,Q�DQRWKHU�����
RI�RUJDQL]DWLRQV��LQGLYLGXDO�XVHUV�DUH�UHVSRQVLEOH�WR�HQVXUH�
WKDW�WKLV�GDWD�LV�UHWDLQHG�ORQJ�WHUP���,Q�RWKHU�ZRUGV��LQ�PRUH�
WKDQ�RQH�KDOI�RI�RUJDQL]DWLRQV��WKHUH�LV�QR�DXWRPDWLF�
PHFKDQLVP�LQ�SODFH�WR�PDNH�VXUH�WKDW�XVHUV�GRQ·W�GHOHWH�
FULWLFDO�GDWD�WKDW�PXVW�EH�NHSW�ORQJ�WHUP���,Q�UHVSRQVH�WR�WKH�
TXHVWLRQ�DERXW�HQVXULQJ�WKDW�XVHUV�GR�QRW�GHOHWH�FULWLFDO�
PHVVDJLQJ�V\VWHP�FRQWHQW�WKDW�PXVW�EH�NHSW�ORQJ�WHUP��RQH�
PHVVDJLQJ�DGPLQLVWUDWRU�DW�D�ODUJH�ILQDQFLDO�LQVWLWXWLRQ�WROG�
XV��´:H�KRSH��DQG�VRPHWLPHV�ZH�JR�WR�FKXUFK�RQ�6XQGD\�
WR�SUD\��WKH\�GR�QRW�µ�
�
7KH�SUREOHPV�FDXVHG�E\�D�ODFN�RI�SURSHU�PHVVDJLQJ�
PDQDJHPHQW�UDQJH�IURP�EDG�WR�ZRUVH���LQ�DQ�XQUHJXODWHG�
FRPSDQ\��SRRU�PHVVDJLQJ�PDQDJHPHQW�FDQ�PDNH�D�
FRPSDQ\�OHVV�HIILFLHQW�DQG�FRXOG�SRWHQWLDOO\�FUHDWH�
UHJXODWRU\�RU�OHJDO�SUREOHPV��KRZHYHU��WKH�ODFN�RI�SURSHU�
PDQDJHPHQW�LQ�D�UHJXODWHG�FRPSDQ\�²�VXFK�DV�D�VWRFN�
EURNHUDJH�²�FDQ�UHVXOW�LQ�VLJQLILFDQW�ILQDQFLDO�SHQDOWLHV���)RU�
H[DPSOH��LQ�'HFHPEHU�������ILYH�:DOO�6WUHHW�EURNHUDJHV�
ZHUH�ILQHG�D�WRWDO�RI�������PLOOLRQ�E\�WKH�6(&�EHFDXVH�WKH\�
GLG�QRW�UHWDLQ�FHUWDLQ�HPDLOV�IRU�WKH�UHTXLUHG�UHWHQWLRQ�
SHULRGV�DQG�EHFDXVH�WKH\�GLG�QRW�FRPSO\�ZLWK�RWKHU�6(&�
UHTXLUHPHQWV�LQ�D�WLPHO\�PDQQHU��

,Q�����RI�
RUJDQL]DWLRQV��
WKHUH�LV�QR�
PHFKDQLVP�LQ�
SODFH�WR�HQVXUH�
WKDW�XVHUV�GR�QRW�
GHOHWH�PHVVDJLQJ�
V\VWHP�FRQWHQW�
WKDW�LV�LPSRUWDQW�IRU�
WKH�RUJDQL]DWLRQ�WR�
UHWDLQ�RQ�D�ORQJ�
WHUP�EDVLV� 

,Q�UHVSRQVH�WR�WKH�
TXHVWLRQ�DERXW�
HQVXULQJ�WKDW�XVHUV�
GR�QRW�GHOHWH�
FULWLFDO�PHVVDJLQJ�
V\VWHP�FRQWHQW�
WKDW�PXVW�EH�NHSW�
ORQJ�WHUP��RQH�
PHVVDJLQJ�
DGPLQLVWUDWRU�DW�D�
ODUJH�ILQDQFLDO�
LQVWLWXWLRQ�WROG�XV��
´:H�KRSH��DQG�
VRPHWLPHV�ZH�JR�
WR�FKXUFK�RQ�
6XQGD\�WR�SUD\��
WKH\�GR�QRW�µ�
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/RFDO�0HVVDJH�6WRUHV�0DNH�,QIRUPDWLRQ�8QDYDLODEOH�
2XU�UHVHDUFK�IRXQG�WKDW�LQ�����RI�RUJDQL]DWLRQV��XVHUV�VWRUH�
LQIRUPDWLRQ�LQ�ORFDO�PHVVDJH�VWRUHV��EXW�LQ�RQO\�����RI�
RUJDQL]DWLRQV�DUH�WKHVH�ORFDO�PHVVDJH�VWRUHV�LQFOXGHG�LQ�WKH�
UHJXODU�EDFNXSV�RI�WKH�PHVVDJLQJ�V\VWHP���)XUWKHU��WKH�
PHGLDQ�VL]H�RI�HDFK�ORFDO�PHVVDJH�VWRUH�LV�����PHJDE\WHV���
:KDW�WKLV�PHDQV�LV�WKDW�DQ�HQRUPRXV�DPRXQW�RI�LQIRUPDWLRQ�
LV�VLPSO\�E\SDVVHG�E\�QRUPDO�,7�EDFNXS�SURFHGXUHV���7KLV�KDV�
WZR�LPSRUWDQW�LPSOLFDWLRQV��
�
• )LUVW��WKHUH�LV�DQ�HQRUPRXV�DPRXQW�RI�LQIRUPDWLRQ�WKDW�LV�

VLPSO\�XQDYDLODEOH�WR�WKH�RUJDQL]DWLRQ�DV�D�ZKROH�ZKHQ�
ORFDOO\�VWRUHG�PHVVDJLQJ�LQIRUPDWLRQ�LV�QRW�LQFOXGHG�LQ�
WKH�FRUSRUDWH�EDFNXS���)RU�H[DPSOH��LQ�DQ�RUJDQL]DWLRQ�
RI�������XVHUV�LQ�ZKLFK�RQO\�����RI�XVHUV�KDYH�ORFDO�
PHVVDJH�VWRUHV�WKDW�DUH�QRW�EDFNHG�XS��WKHUH�LV�����
JLJDE\WHV�RI�LQIRUPDWLRQ�WKDW�LV�XQDFFRXQWHG�IRU�RXWVLGH�
RI�WKH�FRUSRUDWH�EDFNXS�²�LI�ZH�DVVXPH�WKDW�D�W\SLFDO�
PHVVDJH�LV����NLORE\WHV��WKHQ�QHDUO\�����PLOOLRQ�PHVVDJHV�
DUH�OHIW�LQ�ORFDO�PHVVDJH�VWRUHV�DW�DQ\�JLYHQ�WLPH��

�
• 6HFRQG��EHFDXVH�WKLV�LQIRUPDWLRQ�LV�QRW�LQFOXGHG�DV�SDUW�

RI�WKH�FRUSRUDWH�EDFNXS�DQG�LV�QRW�UHDGLO\�DYDLODEOH�RU�
VHDUFKDEOH�E\�WKH�,7�GHSDUWPHQW��PXFK�RI�WKH�FRUSRUDWH�
NQRZOHGJH�WKDW�WKLV�PDVV�RI�LQIRUPDWLRQ�FRQWDLQV�LV�VLPSO\�
ORVW�EHFDXVH�LW�LV�QRW�DYDLODEOH�WR�DOO�XVHUV���:RUVH��LQ�WKH�
HYHQW�RI�D�UHJXODWRU\�UHTXLUHPHQW�WR�SURGXFH�DOO�GDWD�RQ�
D�JLYHQ�WRSLF��RUJDQL]DWLRQV�ZLWK�VXFK�D�ORRVH�GDWD�
UHWHQWLRQ�SUDFWLFH�ZRXOG�EH�YHU\�KDUG�SUHVVHG�WR�PHHW�
WKLV�UHTXLUHPHQW�DQG�VR�FRXOG�EH�VXEMHFW�WR�VLJQLILFDQW�
SHQDOWLHV��

�
0DLOER[�4XRWDV�5HVWUDLQ�(PSOR\HH�3URGXFWLYLW\�
0DLOER[�TXRWDV�DUH�XVHIXO�EHFDXVH�WKH\�OLPLW�WKH�DPRXQW�RI�
VWRUDJH�WKDW�PXVW�EH�PDLQWDLQHG�RQOLQH��WKHUHE\�LPSURYLQJ�
WKH�SHUIRUPDQFH�RI�WKHVH�VHUYHUV�DQG�PLQLPL]LQJ�WKH�
DPRXQW�RI�WLPH�UHTXLUHG�WR�UHVWRUH�D�PHVVDJLQJ�VHUYHU�LQ�WKH�
HYHQW�RI�D�FUDVK���0RVW�RUJDQL]DWLRQV�LPSRVH�TXRWDV�RQ�WKH�
PD[LPXP�VL]H�RI�WKH�SHUVRQDO�PHVVDJH�VWRUH�DYDLODEOH�WR�
XVHUV���RXU�UHVHDUFK�IRXQG�WKDW�����RI�RUJDQL]DWLRQV�LPSRVH�
VXFK�TXRWDV��DQG�WKDW�WKH�DYHUDJH�VL]H�RI�D�PDLOER[�TXRWD�LV�
����PHJDE\WHV��
�
7KH�SUREOHP�ZLWK�TXRWDV��KRZHYHU��LV�WKDW�WKH\�LPSRVH�OLPLWV�
RQ�ZKDW�XVHUV�FDQ�GR�ZLWK�WKHLU�PHVVDJLQJ�V\VWHP��DQG�WKH\�
UHTXLUH�XVHUV�WR�VSHQG�WLPH�GHOHWLQJ�ROG�HPDLOV�LQ�RUGHU�WR�
VWD\�XQGHU�WKH�TXRWD���)XUWKHU��RXU�UHVHDUFK�IRXQG�WKDW�����

,Q�WKH�HYHQW�RI�D�
UHJXODWRU\�
UHTXLUHPHQW�WR�
SURGXFH�DOO�GDWD�
RQ�D�JLYHQ�WRSLF��
RUJDQL]DWLRQV�ZLWK�
VXFK�D�ORRVH�GDWD�
UHWHQWLRQ�SUDFWLFH�
ZRXOG�EH�YHU\�
KDUG�SUHVVHG�WR�
PHHW�WKLV�
UHTXLUHPHQW�DQG�
VR�FRXOG�EH�
VXEMHFW�WR�
VLJQLILFDQW�
SHQDOWLHV� 

,Q�����RI�
RUJDQL]DWLRQV��
XVHUV�VWRUH�
LQIRUPDWLRQ�LQ�ORFDO�
PHVVDJH�VWRUHV��
EXW�LQ�RQO\�����RI�
RUJDQL]DWLRQV�DUH�
ORFDO�PHVVDJH�
VWRUHV�LQFOXGHG�LQ�
UHJXODU�EDFNXS«�
WKLV�PHDQV�WKDW�DQ�
HQRUPRXV�DPRXQW�
RI�LQIRUPDWLRQ�LV�
VLPSO\�E\SDVVHG�
E\�QRUPDO�,7�
EDFNXS�
SURFHGXUHV�� 
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RI�XVHUV�FRPSODLQ�WR�VRPH�H[WHQW�DERXW�WKH�VL]H�RI�WKHLU�
TXRWDV��
�
7KLV�FDQ�FUHDWH�WZR�SUREOHPV�IRU�DQ�RUJDQL]DWLRQ���ILUVW��LI�
XVHUV�PXVW�VSHQG�WLPH�PDQDJLQJ�WKHLU�RZQ�PDLOER[HV�LQ�
RUGHU�WR�VWD\�XQGHU�WKH�TXRWD��WKH\�DUH�VLPSO\�OHVV�
SURGXFWLYH��VLQFH�WKH\�DUH�SHUIRUPLQJ�D�WDVN�WKDW�FRXOG�
HDVLO\�EH�DXWRPDWHG�E\�DQ�DSSURSULDWH�DUFKLYLQJ�V\VWHP���
6HFRQG��XVHUV�PD\�EH�WHPSWHG�WR�VLPSO\�GHOHWH�ROG�HPDLOV�LI�
IDFHG�ZLWK�D�TXRWD�LPSRVHG�LQDELOLW\�WR�VHQG�RU�UHFHLYH�D�
FULWLFDO�HPDLO���7KLV�FDQ�UHVXOW�LQ�DQ�HQRUPRXV�OLDELOLW\�WR�DQ�
RUJDQL]DWLRQ��SDUWLFXODUO\�D�UHJXODWHG�RQH���,Q�VKRUW��WKH�
DFWLYH�HQIRUFHPHQW�RI�TXRWDV��ZKLFK�RIWHQ�OHDYHV�SROLF\�
HQIRUFHPHQW�LQ�WKH�KDQGV�RI�HPSOR\HHV��FDQ�UHVXOW�LQ�WKH�
ORVV�RI�FULWLFDO�EXVLQHVV�LQIRUPDWLRQ��

�
0DQ\�2UJDQL]DWLRQV�/DFN�(PDLO�5HWHQWLRQ�3ROLFLHV�
2QO\�����RI�WKH�RUJDQL]DWLRQV�ZH�VXUYH\HG�KDYH�DQ�HPDLO�
UHWHQWLRQ�SROLF\�LQ�SODFH���:RUVH��LQ�RQO\�����RI�WKH�
RUJDQL]DWLRQV�WKDW�KDYH�DQ�HPDLO�UHWHQWLRQ�SROLF\�GRHV�WKH�
SROLF\�GLIIHUHQWLDWH�EHWZHHQ�GLIIHUHQW�W\SHV�RI�HPDLO���
$PRQJ�WKRVH�RUJDQL]DWLRQV�WKDW�GR�KDYH�DQ�HPDLO�UHWHQWLRQ�
SROLF\��WKHUH�DUH�D�YDULHW\�RI�HQWLWLHV�ZLWKLQ�WKH�RUJDQL]DWLRQ�
WKDW�GHWHUPLQH�HPDLO�UHWHQWLRQ�SROLFLHV��LQFOXGLQJ�WKH�OHJDO�
GHSDUWPHQW��WKH�,7�GLUHFWRU�PDQDJHU�DQG�WKH�&,2��
�
([SODLQLQJ�WKH�UHODWLYHO\�ORZ�SHUFHQWDJH�RI�HPDLO�UHWHQWLRQ�
SROLFLHV�WKDW�DUH�FXUUHQWO\�LQ�SODFH�PD\�EH�WKH�IDFW�WKDW�RQO\�
����RI�RUJDQL]DWLRQV�VXUYH\HG�EHOLHYH�WKDW�WKH\�KDYH�D�OHJDO�
RU�UHJXODWRU\�UHTXLUHPHQW�WR�UHWDLQ�HPDLO�IRU�D�PLQLPXP�
SHULRG���+RZHYHU��DPRQJ�WKH�RUJDQL]DWLRQV�WKDW�ZH�
VXUYH\HG�WKDW�GR�KDYH�D�OHJDO�RU�UHJXODWRU\�UHTXLUHPHQW�WR�
UHWDLQ�HPDLO�IRU�D�PLQLPXP�SHULRG������RI�WKH�RUJDQL]DWLRQV�
DUH�LQ�WKH�ILQDQFLDO�VHUYLFHV�LQGXVWU\������DUH�LQ�WKH�
JRYHUQPHQW�VHFWRU��DQG����DUH�OLIH�VFLHQFHV�UHODWHG�ILUPV���
7KHVH�DUH�WKH�LQGXVWU\�VHFWRUV�WKDW�IDFH�WKH�PRVW�VWULQJHQW�
UHTXLUHPHQWV�IRU�HPDLO�DQG�RWKHU�GDWD�UHWHQWLRQ�
UHTXLUHPHQWV��
�
2XU�UHVHDUFK�DOVR�IRXQG�WKDW�����RI�RUJDQL]DWLRQV�KDYH�QR�
UHTXLUHPHQW�WR�PDLQWDLQ�FRSLHV�RI�HPDLO�VHSDUDWHO\�IURP�WKH�
RSHUDWLRQDO�HPDLO�V\VWHP��DOWKRXJK�����RI�RUJDQL]DWLRQV�GR�
KDYH�VXFK�D�UHTXLUHPHQW�IRU�DOO�HPDLO��ZKLOH�DQRWKHU����
KDYH�VXFK�D�UHTXLUHPHQW�RQO\�IRU�H[WHUQDO�HPDLO��
�
%DFNXS�DQG�RU�$UFKLYLQJ�5HTXLUHPHQWV�:LOO�,QFUHDVH�
-XVW�RYHU�����RI�RUJDQL]DWLRQV�KDYH�QRW�H[SHULHQFHG�DQ\�
VLJQLILFDQW�FKDQJH�LQ�WKHLU�EDFNXS�DQG�RU�DUFKLYLQJ�

2QO\�����RI�WKH�
RUJDQL]DWLRQV�
VXUYH\HG�KDYH�DQ�
HPDLO�UHWHQWLRQ�
SROLF\�LQ�SODFH� 
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UHTXLUHPHQWV�GXULQJ�WKH�SDVW����PRQWKV���+RZHYHU��GXULQJ�
WKH�QH[W����PRQWKV��WKH�PDMRULW\�RI�RUJDQL]DWLRQV�EHOLHYH�
WKDW�WKHLU�UHTXLUHPHQWV�LQ�WKHVH�DUHDV�ZLOO�EHFRPH�PRUH�
VWULQJHQW���$PRQJ�WKH�DUHDV�LQ�ZKLFK�WKHVH�UHTXLUHPHQWV�DUH�
DQWLFLSDWHG�WR�EHFRPH�PRUH�GLIILFXOW�DUH�PRUH�VWULQJHQW�
UHJXODWRU\�UHTXLUHPHQWV��FRUSRUDWH�UHWHQWLRQ�SROLFLHV�EHLQJ�
SXW�LQ��SODFH�ZKHUH�WKH\�GR�QRW�H[LVW�WRGD\��WKH�UHTXLUHPHQW�
IRU�ORQJHU�UHWHQWLRQ�SHULRGV��DQG�WKH�UHTXLUHPHQW�WR�
LPSOHPHQW�IDVWHU�DQG�ODUJHU�FDSDFLW\�VWRUDJH�V\VWHPV�WR�
KDQGOH�WKH�JURZWK�RI�HPDLO��
�
0DQ\�DUH�1RW�6DWLVI\LQJ�5HJXODWRU\�5HTXLUHPHQWV�
2XU�UHVHDUFK�IRXQG�WKDW�LI�DQ�LQGLYLGXDO�HPDLO�LQ�WKH�
PHVVDJLQJ�V\VWHP�KDG�WR�EH�UHVWRUHG��WKH�ROGHVW�HPDLO�WKDW�
FRXOG�EH�UHVWRUHG�ZRXOG�EH�DQ�DYHUDJH�RI�����GD\V��RU�
DERXW����PRQWKV�ROG���7KLV�LV�D�VLJQLILFDQW�SUREOHP�LQ�WKDW�
PDQ\�UHJXODWRU\�UHTXLUHPHQWV��QRW�MXVW�WKRVH�WKDW�LPSDFW�WKH�
ILQDQFLDO�VHUYLFHV�LQGXVWU\��UHTXLUH�WKDW�UHFRUGV�EDVHG�
LQIRUPDWLRQ�LQ�HPDLOV�EH�NHSW�IRU�PXFK�ORQJHU�SHULRGV���)RU�
H[DPSOH��ZKLOH�6(&�DQG�1$6'�UHTXLUHPHQWV�GLFWDWH�WKDW�
HPDLOV�DUH�NHSW�IRU�D�SHULRG�RI�VL[�\HDUV�RU�PRUH��VRPH�
2FFXSDWLRQDO�6DIHW\�DQG�+HDOWK�$GPLQLVWUDWLRQ�
UHTXLUHPHQWV�UHTXLUH�WKDW�UHFRUGV�EH�NHSW�IRU����\HDUV��
�
2XU�UHVHDUFK�DOVR�IRXQG�WKDW�WR�UHVWRUH�WKH�ROGHVW�HPDLO�
FXUUHQWO\�UHWULHYDEOH��LW�ZRXOG�UHTXLUH�DQ�DYHUDJH�RI�����
SHUVRQ�KRXUV�IRU�DQ�,7�VWDII�PHPEHU�WR�FRPSOHWH�WKH�
UHFRYHU\��RU�����GD\V�RI�VWDII�WLPH�VLPSO\�WR�UHFRYHU�D�VLQJOH�
HPDLO��
�
:H�DOVR�IRXQG�WKDW�GXULQJ�D�W\SLFDO�PRQWK��WKHUH�DUH�����
UHTXHVWV�SHU�������HPDLO�XVHUV�WR�UHWULHYH�DQ�LQGLYLGXDO�HPDLO�
RU�JURXS�RI�HPDLOV�IURP�WKH�EDFNXS�RU�DUFKLYH�LQ�UHVSRQVH�WR�
OLWLJDWLRQ��D�KXPDQ�UHVRXUFHV�GLVSXWH�RU�VLPSO\�WR�UHVSRQG�WR�
D�XVHU�UHTXHVW�IRU�RQH�RU�PRUH�ROG�HPDLOV���)XUWKHU��WKH�,7�
GHSDUWPHQW�KDV�WKH�WLPH�WR�IXOILOO��RQ�DYHUDJH��RQO\�DERXW�
����RI�WKHVH�UHTXHVWV�²�����RI�,7�GHSDUWPHQWV�KDYH�WKH�WLPH�
WR�IXOILOO�RQO\�RQH�TXDUWHU�RU�IHZHU�RI�WKHVH�UHTXHVWV��
�
,I�ZH�FRQVHUYDWLYHO\�DVVXPH�WKDW�WKH�W\SLFDO�UHTXHVW�WR�
UHWULHYH�DQ�LQGLYLGXDO�HPDLO�UHTXLUHV�DQ�DYHUDJH�RI�WKUHH�
KRXUV�WR�FRPSOHWH��OHVV�WKDQ�RQH�WKLUG�WKH�DPRXQW�RI�WLPH�
UHTXLUHG�WR�UHWULHYH�WKH�ROGHVW�HPDLO���DQ�RUJDQL]DWLRQ�RI�
�������XVHUV�ZRXOG�UHTXLUH�����IXOO�WLPH�HTXLYDOHQW�VWDII�
PHPEHUV�VLPSO\�WR�UHFRYHU�ROG�HPDLOV���$W�D�IXOO\�EXUGHQHG�
DQQXDO�VDODU\�RI���������IRU�WKLV�VWDII�SRVLWLRQ��WKH�FRVW�WR�WKH�
RUJDQL]DWLRQ�ZRXOG�EH���������SHU�\HDU�VLPSO\�IRU�WKH�ODERU�
UHTXLUHG�WR�UHFRYHU�ROG�HPDLOV���:KLOH�WKLV�UHSUHVHQWV�DQ�

7R�UHVWRUH�WKH�
ROGHVW�HPDLO�
FXUUHQWO\�
UHWULHYDEOH��LW�
ZRXOG�UHTXLUH�DQ�
DYHUDJH�RI�����
SHUVRQ�KRXUV�IRU�
DQ�,7�VWDII�PHPEHU�
WR�FRPSOHWH�WKH�
UHFRYHU\��RU�����
GD\V�RI�VWDII�WLPH�
VLPSO\�WR�UHFRYHU�D�
VLQJOH�HPDLO� 

'XULQJ�WKH�SDVW�
WKUHH�\HDUV������RI�
RUJDQL]DWLRQV�KDYH�
EHHQ�UHTXLUHG�WR�
VHDUFK�WKURXJK�
EDFNXS�WDSHV�IRU�
ROG�HPDLOV���$Q�
RUJDQL]DWLRQ�WKDW�
UHOLHV�VROHO\�RQ�
EDFNXS�WDSHV�DV�
WKH�XQGHUSLQQLQJ�
RI�LWV�FRPSOLDQFH�
VWUDWHJ\�LV�WDNLQJ�D�
WUHPHQGRXV�ULVN� 
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H[SHQVH�WKDW�ZRXOG�EH�HOLPLQDWHG�WKURXJK�WKH�XVH�RI�
DSSURSULDWH�DUFKLYLQJ�WHFKQRORJ\��LW�DOVR�UHSUHVHQWV�WKH�
DSSOLFDWLRQ�RI�VNLOOHG�DQG�VFDUFH�,7�VWDII�UHVRXUFHV�WR�D�WDVN�
WKDW�FRXOG�HDVLO\�EH�DXWRPDWHG�DQG�UHTXLUH�QR�,7�
LQYROYHPHQW��
�
([DFHUEDWLQJ�WKH�GDWD�UHFRYHU\�SUREOHP�LV�WKDW�PRVW�,7�
GHSDUWPHQWV�KDYH�EHHQ�UHTXLUHG�²�RU�ZLOO�EH�UHTXLUHG�²�WR�
VHDUFK�WKURXJK�EDFNXS�WDSHV�WR�UHWULHYH�RQH�RU�PRUH�ROG�
HPDLOV�LQ�UHVSRQVH�WR�VXFK�D�UHTXHVW���2XU�UHVHDUFK�IRXQG�
WKDW�GXULQJ�WKH�SDVW�WKUHH�\HDUV������RI�RUJDQL]DWLRQV�KDYH�
EHHQ�UHTXLUHG�WR�FRQGXFW�VXFK�D�VHDUFK���,I�WKLV�UHTXHVW�
FRPHV�IURP�D�UHJXODWRU\�DJHQF\�ZLWK�WKH�DXWKRULW\�WR�
LPSRVH�VLJQLILFDQW�ILQHV�RQ�DQ�RUJDQL]DWLRQ�IRU�QRQ�
FRPSOLDQFH��DQ�RUJDQL]DWLRQ�WKDW�UHOLHV�VROHO\�RQ�EDFNXS�
WDSHV�DV�WKH�XQGHUSLQQLQJ�RI�LWV�FRPSOLDQFH�VWUDWHJ\�LV�
WDNLQJ�D�WUHPHQGRXV�ILQDQFLDO�ULVN��QRW�WR�PHQWLRQ�SRWHQWLDO�
GDPDJH�WR�LWV�UHSXWDWLRQ��
�
�
7KH�6WDWXV�RI�$UFKLYLQJ�
�
7KH�GHSOR\PHQW�RI�DUFKLYLQJ�V\VWHPV�LV�QRW�NHHSLQJ�XS�ZLWK�
WKH�QHHG�IRU�LW���'HVSLWH�WKH�LQFUHDVLQJ�UHTXLUHPHQWV�WR�
DUFKLYH�PHVVDJLQJ�GDWD�IRU�YDU\LQJ�SHULRGV�DQG��DV�
GHPRQVWUDWHG�LQ�WKH�SUHYLRXV�VHFWLRQ��WKH�SUREOHPV�ZLWK�QRW�
GRLQJ�VR��RXU�UHVHDUFK�GHPRQVWUDWHV�WKDW�WKH�YDVW�PDMRULW\�RI�
RUJDQL]DWLRQV�GR�QRW�\HW�KDYH�LQ�SODFH�DQ�DGHTXDWH�
DUFKLYLQJ�V\VWHP�WKDW�ZLOO�SURYLGH�ORQJ�WHUP�UHWHQWLRQ�RI�
GDWD�DQG�WKDW�ZLOO�PDLQWDLQ�WKH�LQWHJULW\�RI�WKLV�GDWD���0RVW�
RUJDQL]DWLRQV�FRQWLQXH�WR�NHHS�GDWD�RQ�EDFNXS�WDSHV��DQG�
RQO\�DERXW�RQH�KDOI�RI�RUJDQL]DWLRQV�DFWXDOO\�NHHS�FULWLFDO�
GDWD�ORQJ�WHUP��HLWKHU�RQ�WDSH�RU�LQ�DQ�DUFKLYLQJ�V\VWHP��
�
,QWHUHVWLQJO\��GHVSLWH�WKH�IDFW�WKDW�RQO\�����RI�RUJDQL]DWLRQV�
DFWXDOO\�KDYH�GHSOR\HG�D�PHVVDJLQJ�DUFKLYLQJ�V\VWHP������
RI�UHVSRQGHQWV�LQGLFDWHG�WKDW�VXFK�D�V\VWHP�ZRXOG�EH�HLWKHU�
´GHVLUDEOHµ�RU�´YHU\�GHVLUDEOHµ���,Q�FRQWUDVW��RQO\�����RI�
UHVSRQGHQWV�LQGLFDWHG�WKDW�D�WDSH�EDFNXS�V\VWHP�LQ�ZKLFK�
GDWD�LV�NHSW�RQO\�IRU�D�PD[LPXP�RI����GD\V�ZRXOG�EH�
GHVLUDEOH�RU�YHU\�GHVLUDEOH��GHVSLWH�WKH�IDFW�WKDW�QHDUO\�����
RI�RUJDQL]DWLRQV�HPSOR\�WKLV�VWUDWHJ\�IRU�EDFNLQJ�XS�WKHLU�
PHVVDJLQJ�V\VWHP��
�
&XUUHQW�3UDFWLFHV�DUH�1RW�3URDFWLYH�
$V�IXUWKHU�HYLGHQFH�RI�WKH�FXUUHQW�ODFN�LQ�FRUSRUDWH�
DUFKLYLQJ�SROLFLHV��ZH�DVNHG�RUJDQL]DWLRQV�DERXW�WKH�H[WHQW�

7KH�YDVW�PDMRULW\�RI�
RUJDQL]DWLRQV�GR�
QRW�\HW�KDYH�LQ�
SODFH�DQ�
DGHTXDWH�
DUFKLYLQJ�V\VWHP�
WKDW�ZLOO�SURYLGH�
ORQJ�WHUP�UHWHQWLRQ�
RI�GDWD� 

0RVW�,7�
GHSDUWPHQWV�KDYH�
EHHQ�UHTXLUHG�²�RU�
ZLOO�EH�UHTXLUHG�²�
WR�VHDUFK�WKURXJK�
EDFNXS�WDSHV�WR�
UHWULHYH�RQH�RU�
PRUH�ROG�HPDLOV�LQ�
UHVSRQVH�WR�VXFK�D�
UHTXHVW���2XU�
UHVHDUFK�IRXQG�
WKDW�GXULQJ�WKH�
SDVW�WKUHH�\HDUV��
����RI�
RUJDQL]DWLRQV�KDYH�
EHHQ�UHTXLUHG�WR�
FRQGXFW�VXFK�D�
VHDUFK��
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WR�ZKLFK�WKHLU�PHVVDJLQJ�DUFKLYLQJ�SROLFLHV�ZHUH�´SURDFWLYHµ�
ZLWK�UHJDUG�WR�PDLQWDLQLQJ�FRPSOLDQFH�ZLWK�DOO�DSSOLFDEOH�
OHJDO�DQG�RWKHU�UHTXLUHPHQWV�IRU�WKHLU�UHVSHFWLYH�LQGXVWULHV���
:KDW�ZH�IRXQG�ZDV�VRPHZKDW�VXUSULVLQJ���RQO\����RI�
RUJDQL]DWLRQV�EHOLHYH�WKHLU�RUJDQL]DWLRQ·V�PHVVDJLQJ�
DUFKLYLQJ�SROLF\�LV�´YHU\�SURDFWLYHµ��ZKLOH�����EHOLHYH�WKDW�LW�
LV�´YHU\�UHDFWLYHµ���(YHQ�PRUH�LQWHUHVWLQJ�LV�WKH�IDFW�WKDW�����
RI�RUJDQL]DWLRQV�EHOLHYH�WKHLU�RUJDQL]DWLRQ·V�PHVVDJLQJ�
DUFKLYLQJ�SROLF\�VKRXOG�EH�YHU\�SURDFWLYH���2Q�WKH�EULJKW�
VLGH��KRZHYHU������RI�RUJDQL]DWLRQV�EHOLHYH�WKDW�WKHLU�
PHVVDJLQJ�DUFKLYLQJ�SROLFLHV�ZLOO�EH�YHU\�SURDFWLYH�ZLWKLQ����
PRQWKV��D�VLJQLILFDQW�LQFUHDVH�DERYH�FXUUHQW�OHYHOV��DOWKRXJK�
GUDPDWLFDOO\�EHORZ�ZKDW�VKRXOG�EH�WKH�FDVH�JLYHQ�WKH�ZHOO�
SXEOLFL]HG�DFFRXQWV�RI�SUREOHPV�IDFHG�E\�FRPSDQLHV�WKDW�
ZHUH�QRW�VXIILFLHQWO\�SURDFWLYH�LQ�PDQDJLQJ�WKHLU�PHVVDJLQJ�
V\VWHP�FRQWHQW��
�
+DQGOLQJ�0HVVDJLQJ�6\VWHP�6WRUDJH�*URZWK�:LOO�%H�'LIILFXOW�
$�VLJQLILFDQW�SHUFHQWDJH�RI�RUJDQL]DWLRQV�EHOLHYH�WKDW�
KDQGOLQJ�PHVVDJLQJ�V\VWHP�VWRUDJH�JURZWK�FRVW�HIIHFWLYHO\�
RYHU�WKH�ORQJ�WHUP�ZLOO�EH�UHODWLYHO\�GLIILFXOW���RXU�UHVHDUFK�
GHPRQVWUDWHV�WKDQ����RI�RUJDQL]DWLRQV�EHOLHYH�WKDW�KDQGOLQJ�
VXFK�JURZWK�FRVW�HIIHFWLYHO\�ZLOO�EH�´H[WUHPHO\�GLIILFXOWµ��
ZKLOH�DQRWKHU�����EHOLHYH�LW�ZLOO�EH�QHDUO\�DV�GLIILFXOW��
�
$UFKLYLQJ�:LOO�EH�WKH�.H\�WR�0DQDJLQJ�(PDLO�*URZWK�
$Q�DOWHUQDWLYH�WR�DUFKLYLQJ�LQ�D�PHVVDJLQJ�V\VWHP��DOEHLW�QRW�
DQ�DGHTXDWH�RQH��LV�VLPSO\�WR�DGG�PRUH�VWRUDJH�WR�WKH�
V\VWHP�LQ�RUGHU�WR�KDQGOH�WKH�JURZLQJ�TXDQWLW\�RI�HPDLO�
WUDIILF�H[SHULHQFHG�E\�PRVW�RUJDQL]DWLRQV���:KHQ�ZH�DVNHG�
RUJDQL]DWLRQV�WR�UDWH�WKH�DGHTXDF\�RI�VWRUDJH�VROXWLRQV�YV��
DUFKLYLQJ�DV�D�PHDQV�RI�PDQDJLQJ�HPDLO�JURZWK��ZH�IRXQG�
WKDW�����RI�RUJDQL]DWLRQV�EHOLHYH�WKDW�DUFKLYLQJ�LV�D�FULWLFDO�
FRPSRQHQW�LQ�PDQDJLQJ�WKLV�JURZWK��ZKLOH�RQO\����EHOLHYH�
WKDW�VWRUDJH�VROXWLRQV�DORQH�DUH�VXIILFLHQW�WR�PDQDJH�WKLV�
JURZWK��
�
$OWKRXJK�PRVW�RUJDQL]DWLRQV�DUH�FXUUHQWO\�OHDQLQJ�WRZDUG�
DUFKLYLQJ�DV�D�EHWWHU�VROXWLRQ�WR�KDQGOH�HPDLO�JURZWK�WKDQ�
VWRUDJH�VROXWLRQV�DORQH��WKH�WUHQG�LV�GHILQLWHO\�PRYLQJ�PRUH�
WRZDUG�DUFKLYLQJ�DV�D�EHWWHU�VROXWLRQ�WR�KDQGOH�HPDLO�
JURZWK���:KHQ�DVNHG�KRZ�WKH\�ZRXOG�DQVZHU�WKH�TXHVWLRQ�
SRVHG�DERYH�LQ����PRQWKV������RI�RUJDQL]DWLRQV�EHOLHYH�WKDW�
DUFKLYLQJ�ZLOO�EH�D�FULWLFDO�FRPSRQHQW�LQ�PDQDJLQJ�HPDLO�
JURZWK��ZKLOH�RQO\����EHOLHYH�WKDW�VWRUDJH�VROXWLRQV�DORQH�
ZLOO�EH�DGHTXDWH��
�

$�VLJQLILFDQW�
SHUFHQWDJH�RI�
RUJDQL]DWLRQV�
EHOLHYH�WKDW�
KDQGOLQJ�
PHVVDJLQJ�V\VWHP�
VWRUDJH�JURZWK�
FRVW�HIIHFWLYHO\�
RYHU�WKH�ORQJ�WHUP�
ZLOO�EH�UHODWLYHO\�
GLIILFXOW� 

,Q����PRQWKV������
RI�RUJDQL]DWLRQV�
EHOLHYH�WKDW�
DUFKLYLQJ�ZLOO�EH�D�
FULWLFDO�FRPSRQHQW�
LQ�PDQDJLQJ�HPDLO�
JURZWK� 
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7HFKQRORJ\�3UDFWLFHV�DQG�3UHIHUHQFHV�
�
&XUUHQWO\��PRVW�RUJDQL]DWLRQV�HPSOR\�VHUYHU�EDVHG�VWRUDJH�
LQ�WKHLU�HPDLO�LQIUDVWUXFWXUH���$�PLQRULW\�RI�RUJDQL]DWLRQV�
FXUUHQWO\�VXSSRUW�HLWKHU�VWRUDJH�DUHD�QHWZRUNV��6$1V��RU�
QHWZRUN�DWWDFKHG�VWRUDJH��1$6���
�
2XU�UHVHDUFK�DOVR�IRFXVHG�RQ�WKH�W\SHV�RI�VWRUDJH�WKDW�
RUJDQL]DWLRQV�ZRXOG�SUHIHU�IRU�PHVVDJLQJ�V\VWHP�FRQWHQW�
EDVHG�RQ�LWV�DJH���:H�IRXQG�WKDW�IRU�PHVVDJLQJ�V\VWHP�
FRQWHQW�XS�WR�RQH�\HDU�LQ�DJH��RSWLFDO�LV�WKH�SUHIHUUHG�
VWRUDJH�PHGLXP��IROORZHG�E\�WDSH�DQG�WKHQ�PDJQHWLF�
VWRUDJH���7KLV�LV�GXH�SULPDULO\�WR�RSWLFDO·V�ZULWH�RQFH�QDWXUH��
ZKLFK�SUHVHUYHV�WKH�LQWHJULW\�RI�GDWD�ZULWWHQ�WR�WKH�PHGLXP��
DQG�WKH�SHUFHLYHG�WHPSRUDU\�QDWXUH�RI�PDJQHWLF�VWRUDJH��
�
2XU�UHVHDUFK�DOVR�GHWHUPLQHG�WKDW�����RI�RUJDQL]DWLRQV�
KDYH�D�UHTXLUHPHQW�RI�VRPH�VRUW�WR�VDYH�KLVWRULFDO�HPDLO�RQ�
QRQ�HUDVDEOH�PHGLD��VXFK�DV�RSWLFDO��
�
)RU�PHVVDJLQJ�V\VWHP�FRQWHQW�WKDW�LV�PRUH�WKDQ�RQH�\HDU�
ROG��RSWLFDO�PHGLD�KDV�DQ�HYHQ�JUHDWHU�GHVLUDELOLW\��
�
�
7KH�.96�(0&�6ROXWLRQ�
�
%HFDXVH�WKLV�UHVHDUFK�SURJUDP�ZDV�VSRQVRUHG�E\�.96�DQG�
(0&��ZH�DVNHG�VHYHUDO�TXHVWLRQV�DERXW�WKH�GHVLUDELOLW\�RI�
NH\�DWWULEXWHV�RI�DQ�DUFKLYLQJ�VROXWLRQ�WKDW�KDV�EHHQ�
GHYHORSHG�E\�ERWK�FRPSDQLHV�DQG�WKDW�LV�GLVFXVVHG�ODWHU�LQ�
WKLV�GRFXPHQW���+RZHYHU��ZH�GLG�QRW�LGHQWLI\�WKH�YHQGRUV�LQ�
RUGHU�WR�HOLPLQDWH�DQ\�SRWHQWLDO�IRU�ELDV�LQ�WKH�UHVHDUFK��
�
7KH�VROXWLRQ�WKDW�ZH�SUHVHQWHG�WR�VXUYH\�UHVSRQGHQWV�IRU�
FRQVLGHUDWLRQ�ZDV�LQWURGXFHG�ZLWK�WKH�IROORZLQJ�LQIRUPDWLRQ��
DIWHU�ZKLFK�VHYHUDO�TXHVWLRQV�ZHUH�SRVHG��
�
,PDJLQH�WKDW�\RXU�RUJDQL]DWLRQ�KDG�LPSOHPHQWHG�DQ�
DUFKLYLQJ�V\VWHP�IRU�\RXU�PHVVDJLQJ�LQIUDVWUXFWXUH�WKDW�
DXWRPDWLFDOO\�UHPRYHG�ROGHU�PHVVDJHV�IURP�XVHUV·�
PDLOER[HV��DUFKLYHG�WKHP�DQG�SURYLGHG�IXOO�WH[W�VHDUFKLQJ�
FDSDELOLWLHV�IRU�WKH�DUFKLYHG�FRQWHQW��%HFDXVH�WKH�DUFKLYLQJ�
V\VWHP�ZRXOG�SODFH�VKRUWFXWV�WR�WKH�DUFKLYHG�FRQWHQW�LQ�
HDFK�PDLOER[��XVHUV�ZRXOG�VWLOO�KDYH�DFFHVV�WR�WKLV�ROG�
LQIRUPDWLRQ�ZLWKRXW�DQ\�DGPLQLVWUDWRU�LQYROYHPHQW��MXVW�DV�LI�
WKH�LQIRUPDWLRQ�ZDV�VWRUHG�LQ�WKHLU�LQGLYLGXDO�PDLOER[HV��
�

7KLUW\�HLJKW�
SHUFHQW�RI�
RUJDQL]DWLRQV�KDYH�
D�UHTXLUHPHQW�RI�
VRPH�VRUW�WR�VDYH�
KLVWRULFDO�HPDLO�RQ�
QRQ�HUDVDEOH�
PHGLD��VXFK�DV�
RSWLFDO� 
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2WKHU�IHDWXUHV�RI�VXFK�D�V\VWHP�ZRXOG�LQFOXGH��
�
• 7KH�DELOLW\�WR�DXWRPDWLFDOO\�PDWFK�WKH�W\SH�RI�VWRUDJH�WR�

WKH�DJH�RI�WKH�DUFKLYHG�FRQWHQW�LQ�RUGHU�WR�UHGXFH�
VWRUDJH�FRVWV��

�
• 3URWHFWLRQ�RI�DUFKLYHG�LQIRUPDWLRQ�VR�WKDW�LW�FDQQRW�EH�

PRGLILHG�LQ�FRPSOLDQFH�ZLWK�UHJXODWRU\�UHTXLUHPHQWV��
$UFKLYHG�HPDLOV�DQG�RWKHU�PHVVDJLQJ�V\VWHP�LQIRUPDWLRQ�
DUH�SUHVHUYHG�LQ�WKHLU�RULJLQDO�IRUPDW��

�
• 6LQJOH�LQVWDQFH�VWRUDJH�ZKLFK�FDQ�VLJQLILFDQWO\�UHGXFH�

WKH�DPRXQW�RI�WRWDO�VWRUDJH�FDSDFLW\�UHTXLUHG�LQ�WKH�
DUFKLYH���

�
5HVSRQGHQWV�WR�WKH�VXUYH\�LQGLFDWHG�WKDW�WKH�V\VWHP�
GHVFULEHG�DERYH�ZRXOG�SURYLGH�D�QXPEHU�RI�DGYDQWDJHV�WR�
WKHLU�PHVVDJLQJ�V\VWHP�PDQDJHPHQW��LQFOXGLQJ�UHGXFHG�
LQYROYHPHQW�IURP�,7�LQ�PDQDJLQJ�WKH�V\VWHP��UHGXFHG�FRVWV��
IDVWHU�UHWULHYDO�RI�PHVVDJLQJ�LQIRUPDWLRQ��UHGXFWLRQV�LQ�
VWRUDJH�FDSDFLW\�UHTXLUHPHQWV�DQG�HDVH�RI�XVH��DPRQJ�
RWKHU�DGYDQWDJHV��
�
2XU�UHVHDUFK�DOVR�LQGLFDWHG�WKDW�WKH�SRWHQWLDO�PDUNHW�IRU�WKLV�
VROXWLRQ�WHQGV�WR�IDYRU�D�VROXWLRQ�WKDW�ZRXOG�DUFKLYH�
PHVVDJLQJ�V\VWHP�FRQWHQW��DV�ZHOO�DV�FRQWHQW�IURP�RWKHU�
LQIRUPDWLRQ�VRXUFHV��
�
.H\�5HTXLUHPHQWV�
$Q\�DUFKLYLQJ�V\VWHP�WKDW�LV�HPSOR\HG�WR�VXSSRUW�WKH�ORQJ�
WHUP�FRPSOLDQFH�UHTXLUHPHQWV�RI�WKH�HQWHUSULVH�$1'�WR�
PDNH�XVHUV�RI�PHVVDJLQJ�DQG�RWKHU�V\VWHPV�PRUH�
SURGXFWLYH�PXVW�SRVVHVV�D�QXPEHU�RI�DWWULEXWHV��LQFOXGLQJ��
�
• 7KH�DELOLW\�WR�PDLQWDLQ�WKH�ORQJ�WHUP�LQWHJULW\�RI�WKH�

DUFKLYHG�GDWD��SUHYHQWLQJ�LW�IURP�EHLQJ�DOWHUHG�RYHU�
WLPH��

�
• 7KH�DELOLW\�IRU�WKH�GDWD�WR�EH�UHDGDEOH�IRU�VHYHUDO�

GHFDGHV��
�
• 7KH�UDSLG�DQG�FRPSOHWH�UHWULHYDO�RI�DOO�UHOHYDQW�

LQIRUPDWLRQ�WR�VXSSRUW�DQ\�DQG�DOO�FRPSOLDQFH�
UHTXLUHPHQWV�WKDW�WKH�HQWHUSULVH�PLJKW�IDFH��

�
• 7KH�DELOLW\�WR�PHHW�DOO�UHJXODWRU\��OHJDO�DQG�RWKHU�

UHTXLUHPHQWV�QRZ�DQG�LQ�WKH�IXWXUH��
�

5HVSRQGHQWV�WR�WKH�
VXUYH\�LQGLFDWHG�
WKDW�WKH�>.96�(0&@�
V\VWHP�ZRXOG�
SURYLGH�D�QXPEHU�
RI�DGYDQWDJHV�WR�
WKHLU�PHVVDJLQJ�
V\VWHP�
PDQDJHPHQW� 

7KH�SRWHQWLDO�
PDUNHW�IRU�>WKH�
.96�(0&@�VROXWLRQ�
WHQGV�WR�IDYRU�D�
VROXWLRQ�WKDW�ZRXOG�
DUFKLYH�PHVVDJLQJ�
V\VWHP�GDWD��DV�
ZHOO�DV�GDWD�IURP�
RWKHU�LQIRUPDWLRQ�
VRXUFHV� 
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• $SSOLFDELOLW\�IRU�XVH�DFURVV�WKH�HQWLUH�HQWHUSULVH��
�
.96�(QWHUSULVH�9DXOW�(0&�&HQWHUD�&RPSOLDQFH�(GLWLRQ��
7KH�0DUULDJH�RI�/HDGLQJ�(GJH�&RPSOLDQFH�7HFKQRORJLHV�
.96��LQ�FRQMXQFWLRQ�ZLWK�(0&��KDV�GHYHORSHG�DQ�LQWHJUDWHG�
VRIWZDUH�DQG�KDUGZDUH�DUFKLYDO�VWRUDJH�VROXWLRQ�WKDW�LV�
VSHFLILFDOO\�GHVLJQHG�WR�DGGUHVV�WKH�FKDOOHQJHV�RI�WKRVH�
UHVSRQVLEOH�IRU�PDQDJLQJ�FRQWHQW�LQ�UHJXODWHG�LQGXVWULHV��
�
• .96�(QWHUSULVH�9DXOW�LV�D�OHDGLQJ�FRQWHQW�DUFKLYLQJ�

VROXWLRQ�IRU�0LFURVRIW�([FKDQJH�HQYLURQPHQWV���)URP�D�
XVHU�SHUVSHFWLYH��(QWHUSULVH�9DXOW�RSHUDWHV�VHDPOHVVO\���
HDFK�DUFKLYHG�HPDLO�LV�UHSODFHG�ZLWK�D�VKRUWFXW�LQ�XVHUV·�
PDLOER[HV��HDFK�RI�ZKLFK�OLQNV�WR�WKH�RULJLQDO�HPDLO�DQG�
DWWDFKPHQW�WKDW�LV�KRXVHG�ZLWKLQ�WKH�DUFKLYH���%HFDXVH�
FRQWHQW�LV�DUFKLYHG�DXWRPDWLFDOO\��HYHQ�XVHUV�ZLWK�
PDLOER[�VL]H�TXRWDV�FDQ�XVH�WKHLU�PHVVDJLQJ�V\VWHP�DV�LI�
WKHLU�PDLOER[�VL]H�ZDV�OLPLWOHVV��

�
• (0&�&HQWHUD��&RPSOLDQFH�(GLWLRQ�LV�D�SXUSRVH�EXLOW��

PDJQHWLF�GLVN�EDVHG�UHFRUGV�VWRUDJH�VROXWLRQ�GHVLJQHG�
WR�RYHUFRPH�WKH�OLPLWDWLRQV�RI�FRQYHQWLRQDO�DUFKLYLQJ�
WHFKQRORJ\��ZKLOH�HQDEOLQJ�DQ�HQWHUSULVH�WR�FRPSO\�ZLWK�
WKH�PRVW�VWULQJHQW�UHFRUGV�VWDQGDUGV�DQG�UHJXODWLRQV��

�
7KLV�FRPELQDWLRQ�HQDEOHV�RUJDQL]DWLRQV�WR�FRPSO\�ZLWK�WKH�
P\ULDG��DQG�LQFUHDVLQJO\�VWULQJHQW��VHW�RI�HPDLO�UHWHQWLRQ�
UHTXLUHPHQWV�LPSRVHG�E\�WKH�6(&��1$6'�DQG�RWKHU�HQWLWLHV��
�
$V�SDUW�RI�WKLV�RIIHULQJ��.96�SURYLGHV�LWV�&RPSOLDQFH�
$FFHOHUDWRU��ZKLFK�VSHFLILFDOO\�DGGUHVVHV�WKH�UHTXLUHPHQWV�
RI�1$6'������DQG�1<6(�5XOH������WKHVH�UXOHV�IRFXV�RQ�WKH�
DFWLYH��VXSHUYLVRU\�UHYLHZ�RI�HPSOR\HHV·�FRPPXQLFDWLRQV��
LQFOXGLQJ�HPDLO����&RPSOLDQFH�$FFHOHUDWRU�PDNHV�WKH�
QHFHVVDU\�SURFHVV�RI�FRPSOLDQFH�UHYLHZ�DQG�HQIRUFHPHQW�
PXFK�PRUH�HIILFLHQW��EHFDXVH�LW�DOORZV�WKH�FUHDWLRQ�RI�
VWUXFWXUHG�UHYLHZ�SURFHVVHV��LW�WUDFNV�WKHVH�SURFHVVHV��DQG�LW�
DOORZV�DQ�RUJDQL]DWLRQ�WR�GHPRQVWUDWH�WKDW�LW�LV�LQ�
FRPSOLDQFH�ZLWK�LWV�SROLFLHV��
�
&RPSOHPHQWLQJ�&RPSOLDQFH�$FFHOHUDWRU�LV�(QWHUSULVH�9DXOW�
'LVFRYHU\�$FFHOHUDWRU���'LVFRYHU\�$FFHOHUDWRU�DOORZV�
DXWKRUL]HG�UHYLHZHUV��VXFK�DV�FRUSRUDWH�OLWLJDWLRQ�VWDII��WR�
TXLFNO\�WDUJHW�DQG�SLQSRLQW�VSHFLILF�HPDLO�PHVVDJHV�ZKHQ�
WKH\�DUH�QHHGHG�DV�SDUW�RI�OLWLJDWLRQ�VXSSRUW��OHJDO�GLVFRYHU\�
RU�LQYHVWLJDWLRQ���:LWK�QR�,7�GHSHQGHQFLHV�IRU�ORFDWLQJ�HPDLO�
IURP�EDFNXS��'LVFRYHU\�$FFHOHUDWRU�SURYLGHV�D�KLJK�OHYHO�RI�
RUJDQL]DWLRQ�DQG�VWUXFWXUH�WR�DQ�HPDLO�V\VWHP�DQG�HQDEOHV�

7KH�NH\�WR�&HQWHUD�
LV�´&RQWHQW�
$GGUHVVLQJµ�²�D�
GLJLWDO�ILQJHUSULQW�
WKDW�LV�GHULYHG�IURP�
WKH�FRQWHQW�LWVHOI� 
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FRQWHQW�WR�EH�TXLFNO\�WUDFNHG��UHYLHZHG�DQG�PDUNHG�IRU�
HLWKHU�OHDG�FRXQVHO�H[DPLQDWLRQ�RU�FRXUW�UHDG\�SURGXFWLRQ��
7KLV�JUHDWO\�UHGXFHV�WKH�FRVW�RI�HOHFWURQLF�GLVFRYHU\�
EHFDXVH�UHOHYDQW�HPDLO�FDQ�EH�HDVLO\�VHDUFKHG��TXDOLILHG�
DQG�UDSLGO\�EURXJKW�WR�WKH�VXUIDFH��7KH�VXSSRUW�RI�JOREDO�
PDUNLQJ�VFKHPHV�DOVR�PHDQV�WKDW�DQ�RUJDQL]DWLRQ�FDQ�
DYRLG�XQQHFHVVDU\�GXSOLFDWLRQ�RI�UHYLHZ�HIIRUW�ZKHQ�
GLVFRYHULHV�RYHUODS���6KRZQ�EHORZ�LV�D�VFUHHQ�VKRW�RI�WKH�
'LVFRYHU\�$FFHOHUDWRU�LQWHUIDFH��
�

�
�
7KH�LPSDFW�RI�OLWLJDWLRQ�DQG�UHJXODWLRQ�RQ�EXVLQHVV�DFWLYLWLHV�
PD\�UHTXLUH�SURDFWLYH��RU�DW�OHDVW�UHDFWLYH��LQYHVWLJDWLRQ�RI�
HPDLO�FRQWHQW���7KH�.96�&RPSOLDQFH�DQG�'LVFRYHU\�
$FFHOHUDWRUV�DUH�GHVLJQHG�WR�GHOLYHU�WKH�PRVW�DSSURSULDWH�
VROXWLRQ�WR�PHHW�VSHFLILF�EXVLQHVV�UHTXLUHPHQWV�IRU�UHYLHZLQJ�
HPDLO�FRQWHQW���(QWHUSULVH�9DXOW��XVHG�LQ�FRQMXQFWLRQ�ZLWK�
WKHVH�$FFHOHUDWRUV��KDV�EHHQ�GHVLJQHG�WR�GHOLYHU�UHOLDEOH�
DQG�WLPHO\�DFFHVV�WR�HPDLO�EDVHG�UHFRUGV��
�
&RQWHQW�$GGUHVVLQJ�$FWV�DV�D�'LJLWDO�´)LQJHUSULQWµ�
7KH�NH\�WR�&HQWHUD�&RPSOLDQFH�(GLWLRQ�LV�´&RQWHQW�
$GGUHVVLQJµ���(DFK�UHFRUG�VWRUHG�LQ�&HQWHUD�LV�DVVLJQHG�D�
XQLTXH�&RQWHQW�$GGUHVV��D�VRUW�RI�GLJLWDO�´ILQJHUSULQWµ�WKDW�LV�
GHULYHG�IURP�WKH�FRQWHQW�LWVHOI���$Q\�FKDQJH�WR�D�UHFRUG�
KRXVHG�LQ�WKH�DUFKLYH�ZLOO�UHVXOW�LQ�WKH�FUHDWLRQ�RI�D�QHZ�
&RQWHQW�$GGUHVV�IRU�WKDW�UHFRUG���,Q�FRQMXQFWLRQ�ZLWK�WKH�
FUHDWLRQ�RI�WKH�UHFRUG��&HQWHUD�DOVR�VWRUHV�DQG�PDQDJHV�D�
&RQWHQW�'HVFULSWRU�)LOH��ZKLFK�LQFOXGHV�GDWD�DERXW�WKH�
UHFRUG��LQFOXGLQJ�FUHDWLRQ�GDWH��LWV�IRUPDW��WKH�SHULRG�IRU�
ZKLFK�WKH�GDWD�PXVW�EH�UHWDLQHG��DQG�DQ\�DGGLWLRQDO�XVHU�
GHILQHG�EXVLQHVV�ORJLF���7KH�FRQWHQW�DGGUHVV�IRU�WKH�&RQWHQW�
'HVFULSWRU�)LOH�LV�WKHQ�UHWXUQHG�WR�WKH�DSSOLFDWLRQ�DQG�XVHG�
DV�WKH�KDQGOH�IRU�DQ\�IXWXUH�UHWULHYDO�UHTXHVWV��
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�
7KH�IROORZLQJ�GLDJUDP�SURYLGHV�DQ�RYHUYLHZ�RI�KRZ�&HQWHUD�
&RPSOLDQFH�(GLWLRQ�ZRUNV��
�

Application
Servern

Record is created or 
used by content 

application

q
Content Address 

returned to 
application

q
Content Address 

returned to 
application

Centera

o
Record is stored in 

Centera via API, over IP

p
Centera generates 

unique Content 
Address

p
Centera generates 

unique Content 
Address

r
Content Address is 
retained for future 

reference

MANDATORY

<         Content Address>

<Date: Aug. 27, 2002>

<Retention: 3 years>

USER DEFINABLE

<User Name>

<PDF (record format)>

<Customer Number>

<Record Source>

�
 

&HQWHUD�&RPSOLDQFH�(GLWLRQ�ILWV�VHDPOHVVO\�LQWR�DQ�H[LVWLQJ�,7�
LQIUDVWUXFWXUH���:LWK�&HQWHUD�&RPSOLDQFH�(GLWLRQ��VLPLODU�WR�
H[LVWLQJ�UHFRUGV�VWRUDJH�V\VWHPV��XVHUV�FUHDWH�DQG�PDQDJH�
HOHFWURQLF�UHFRUGV�ZLWK�D�YDULHW\�RI�VRIWZDUH�DSSOLFDWLRQV��
LQFOXGLQJ�HPDLO�DUFKLYLQJ�V\VWHPV��GRFXPHQW�PDQDJHPHQW�
V\VWHPV��LPDJLQJ�V\VWHPV��EDFNXS�V\VWHPV�DQG�RWKHU�
V\VWHPV���+RZHYHU��XQOLNH�WUDGLWLRQDO�VWRUDJH�V\VWHPV��
&HQWHUD�&RPSOLDQFH�(GLWLRQ�EULQJV�D�VHW�RI�XQLTXH�
LQQRYDWLRQV�WR�VLPXOWDQHRXVO\�HQDEOH�FRPSOLDQFH��HOLPLQDWH�
ULVN��DQG�UHGXFH�FRVWV��
�
5HWHQWLRQ�3HULRGV�$UH�(QIRUFHG�
&HQWHUD�&RPSOLDQFH�(GLWLRQ�DOVR�SURYLGHV�WKH�DELOLW\�WR�
DVVRFLDWH�DQG�HQIRUFH�UHWHQWLRQ�SHULRGV�ZLWK�HDFK�
HOHFWURQLF�UHFRUG���2QFH�D�UHWHQWLRQ�SHULRG�LV�VHW�IRU�D�
SDUWLFXODU�UHFRUG��WKH�V\VWHP�ZLOO�ORFN�WKH�UHFRUG�DQG�
JXDUDQWHH�WKDW�LW�FDQQRW�EH�GHOHWHG�XQWLO�WKH�UHWHQWLRQ�
SHULRG�H[SLUHV���0XOWLSOH�UHWHQWLRQ�SHULRGV�FDQ�EH�DVVRFLDWHG�
ZLWK�D�VLQJOH�UHFRUG��VR�LI�LW�LV�VXEMHFW�WR�PXOWLSOH�UHJXODWLRQV��
RU�LI�D�UHWHQWLRQ�SHULRG�PXVW�EH�H[WHQGHG�EHFDXVH�D�UHFRUG�
LV�VXEMHFW�WR�D�OHJDO�KROG��WKH�V\VWHP�ZLOO�SURWHFW�LW�XQWLO�WKH�
ORQJHVW�UHWHQWLRQ�SHULRG�KDV�H[SLUHG���)XUWKHU��UHWHQWLRQ�
SHULRGV�FDQ�EH�GHILQHG�ZLWKLQ�(QWHUSULVH�9DXOW�DQG�WKHQ�
HQIRUFHG�E\�&HQWHUD��
�
%\�HQIRUFLQJ�UHWHQWLRQ�DW�WKH�UHFRUG�OHYHO��&HQWHUD�
&RPSOLDQFH�(GLWLRQ�HOLPLQDWHV�WKH�H[SRVXUH��ULVN�DQG�FRVW�RI�
PDQDJLQJ�UHWHQWLRQ�RI�D�KDQGIXO�RI�UHFRUGV�E\�VDYLQJ�HQWLUH�
RSWLFDO�SODWWHUV�RU�WDSH�FDUWULGJHV���:LWK�&HQWHUD��WKLV�

&RPSOLDQFH�
(GLWLRQ�SURYLGHV�
WKH�DELOLW\�WR�
DVVRFLDWH�DQG�
HQIRUFH�PXOWLSOH�
UHWHQWLRQ�SHULRGV�
ZLWK�HDFK�
HOHFWURQLF�UHFRUG� 
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SURWHFWLRQ�LV�HQIRUFHG�DW�WKH�VWRUDJH�VXEV\VWHP�OHYHO�VR�WKDW�
LW�LV�LQDFFHVVLEOH�WR�HWHUQDO�LQWHUIHUHQFH�DQG�FDQQRW�EH�
RYHUULGGHQ�E\�XVHU�HUURU�RU�PDOLFLRXV�DFWLRQV���&HQWHUD�GRHV�
QRW�SURDFWLYHO\�GHOHWH�UHFRUGV�RQFH�WKHLU�UHWHQWLRQ�SHULRG�
KDV�H[SLUHG��EXW�LQVWHDG�VLPSO\�XQORFNV�WKH�UHFRUG�DW�WKH�
WLPH�RI�H[SLUDWLRQ�VR�WKDW�XVHUV�FDQ�OHYHUDJH�WKHLU�LQWHJUDWHG�
VRIWZDUH�DSSOLFDWLRQV�WR�LPSOHPHQW�D�GHILQHG�UHFRUG�
GLVSRVLWLRQ�VWUDWHJ\��
�
&HQWHUD�&RPSOLDQFH�(GLWLRQ�ZDV�DUFKLWHFWHG�DURXQG�WKH�
PRVW�VWULQJHQW�VWRUDJH�PHGLD�VWDQGDUGV�WKDW�H[LVW�LQ�WKH�
ZRUOG�WRGD\��&HQWHUD·V�&RQWHQW�$GGUHVVLQJ�HQVXUH�WKDW�
HDFK�UHFRUG�FDQQRW�EH�RYHUZULWWHQ��ZKLOH�UHWHQWLRQ�
SURWHFWLRQ�PDNHV�FHUWDLQ�WKDW�D�UHFRUG�FDQQRW�EH�
SUHPDWXUHO\�HUDVHG�EHIRUH�WKH�H[SLUDWLRQ�RI�LWV�UHWHQWLRQ�
SHULRG���8QOLNH�DQ\�RWKHU�PHGLD��&HQWHUD�FDQ�HQVXUH�WKH�
LQWHJULW\�RI�WKH�UHFRUGV�WKURXJKRXW�LWV�OLIHF\FOH�WKURXJK�DQ�
DXWRPDWHG�V\VWHP�RI�FRQWLQXRXV�GDWD�LQWHJULW\�FKHFNLQJ�DV�
ZHOO�DV�RQVLWH�DQG�RIIVLWH�SURWHFWLRQ�PHFKDQLVPV���&HQWHUD�
SURYLGHV�WKH�LQWHJULW\�RI�:250�PHGLD�ZLWK�WKH�FRVW�
HIILFLHQF\�DQG�VSHHG�RI�DFFHVV�SURYLGHG�E\�PDJQHWLF�
VWRUDJH��
�
/RQJ�7HUP�&RPSOLDQFH�
3HUKDSV�WKH�VLQJOH�PRVW�SUHVVLQJ�FKDOOHQJH�DVVRFLDWHG�ZLWK�
VWRULQJ�UHFRUGV�WKDW�DUH�VXEMHFW�WR�UHJXODWRU\�UHYLHZ�LV�
HQVXULQJ�DFFHVV�WR�WKRVH�UHFRUGV�VHYHUDO�GHFDGHV�DIWHU�WKHLU�
FUHDWLRQ�ZKHQ�VWRUDJH�WHFKQRORJLHV�FKDQJH�DQG�VRPH�
YHQGRUV�DUH�HLWKHU�QR�ORQJHU�VXSSRUWLQJ�OHJDF\�
WHFKQRORJLHV��RU�DUH�QR�ORQJHU�LQ�EXVLQHVV���&HQWHUD·V�DELOLW\�
WR�HQVXUH�DFFHVV�WR�FRQWHQW�RYHU�PDQ\�\HDUV�LV�IDFLOLWDWHG�
WKURXJK�WKH�&RQWHQW�$GGUHVVLQJ�DUFKLWHFWXUH�DQG�WKH�
UHODWHG�$SSOLFDWLRQ�3URJUDPPLQJ�,QWHUIDFH��$3,���&HQWHUD�
SURYLGHV�D�IXWXUH�SURRI�DUFKLWHFWXUH�WKDW�FDQ�EH�PLJUDWHG�
DFURVV�JHQHUDWLRQV�RI�&HQWHUD�WHFKQRORJ\���7KHVH�
FDSDELOLWLHV�FRPELQH�WR�SURYLGH�D�UREXVW�VROXWLRQ�IRU�WKH�
FKDOOHQJHV�RI�ORQJ�WHUP�UHWHQWLRQ�RI�UHFRUGV��
�

&RPSOLDQFH�
(GLWLRQ�ZDV�
DUFKLWHFWHG�
DURXQG�WKH�PRVW�
VWULQJHQW�VWRUDJH�
PHGLD�VWDQGDUGV�
WKDW�H[LVW�LQ�WKH�
ZRUOG�WRGD\� 
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$GGLWLRQDO�%HQHILWV�
2WKHU�EHQHILWV�SURYLGHG�E\�&HQWHUD�&RPSOLDQFH�(GLWLRQ�
LQFOXGH��
�
• 7UXH�LQWHJULW\�RI�UHSOLFDWHG�FRQWHQW���&HQWHUD�

&RPSOLDQFH�(GLWLRQ�JXDUDQWHHV�DUFKLYLQJ�WUDQVDFWLRQ�
LQWHJULW\��HYHQ�DFURVV�UHSOLFDWHG�VHWV���:KHQ�FRQWHQW�LV�
UHSOLFDWHG�IURP�D�VRXUFH�WR�D�UHSOLFD�FRQWHQW�VHW��WKH�
FRQWHQW�ZLOO�QRW�EH�UHJDUGHG�DV�IXOO\�DUFKLYHG�XQWLO�WKH�
UHSOLFD�KDV�FRQILUPHG�WKDW�LW�KDV�UHFHLYHG�WKH�FRQWHQW��

�
• *UHDWHU�WKURXJKSXW���7KH�XVH�RI�FRQQHFWLRQ�SRROLQJ�

HQDEOHV�JUHDWHU�WKURXJKSXW��SDUWLFXODUO\�RYHU�ZLGH�DUHD�
QHWZRUN�FRQQHFWLRQV�DQG�WKURXJK�ILUHZDOOV���7KLV�IHDWXUH�LV�
SDUWLFXODUO\�LPSRUWDQW�IRU�ODUJH��JHRJUDSKLFDOO\�
GLVWULEXWHG�RUJDQL]DWLRQV�²�WKH�QRUP�DPRQJ�WKH�ODUJHVW�
ILQDQFLDO�VHUYLFHV�SURYLGHUV��

�
• 0RUH�HIILFLHQW�VWRUDJH�DQG�EHWWHU�SHUIRUPDQFH���:KHUH�

HPDLO�DWWDFKPHQWV�DOUHDG\�H[LVW�LQ�D�&HQWHUD�EDVHG�
DUFKLYH��D�QHZ�HPDLO�WKDW�HQWHUV�WKH�DUFKLYH��EXW�WKDW�
UHIHUHQFHV�WKH�SUHYLRXVO\�DUFKLYHG�DWWDFKPHQW��ZLOO�VKDUH�
WKH�DWWDFKPHQW�ZLWK�WKH�ROGHU�HPDLO��WKHUHE\�UHGXFLQJ�
VWRUDJH�UHTXLUHPHQWV�DQG�LPSURYLQJ�V\VWHP�
SHUIRUPDQFH��

�
�
6XPPDU\�
�
0HVVDJLQJ�V\VWHPV�KDYH�EHFRPH�WKH�GH�IDFWR�LQIRUPDWLRQ�
VWRUH�IRU�D�ZLGH�YDULHW\�RI�FULWLFDO�EXVLQHVV�GDWD��UHVXOWLQJ�LQ�
GUDPDWLF�LQFUHDVHV�LQ�WKH�WRWDO�TXDQWLW\�RI�LQIRUPDWLRQ�VWRUHG�
LQ�WKHVH�V\VWHPV�\HDU�DIWHU�\HDU���$W�WKH�VDPH�WLPH��
UHJXODWRU\��OHJDO�DQG�RWKHU�UHTXLUHPHQWV�KDYH�EHFRPH�
PRUH�QXPHURXV�DQG�PRUH�VWULQJHQW��GUDPDWLFDOO\�LQFUHDVLQJ�
WKH�H[SRVXUH�RI�HQWHUSULVHV�WR�D�JURZLQJ�YDULHW\�RI�OHJDO�DQG�
RWKHU�OLDELOLWLHV��DQG�LQFUHDVLQJ�WKH�VHYHULW\�RI�WKH�
FRQVHTXHQFHV�IRU�LPSURSHU�DUFKLYDO�RI�FULWLFDO�EXVLQHVV�GDWD��
�
+RZHYHU��PRVW�HQWHUSULVHV�KDYH�QRW�DGHTXDWHO\�DGGUHVVHG�
WKH�SUREOHPV�WKDW�WKH\�IDFH�IURP�JURZLQJ�PHVVDJH�VWRUHV�
DQG�LQFUHDVHG�OHJDO�OLDELOLWLHV���)RU�H[DPSOH��PRVW�HQWHUSULVHV�
FRQWLQXH�WR�DOORZ�LQGLYLGXDO�XVHUV�WR�PDLQWDLQ�LQIRUPDWLRQ�LQ�
ORFDO�PHVVDJH�VWRUHV�RXWVLGH�WKH�ERXQGV�RI�D�FHQWUDOL]HG�
GDWD�UHSRVLWRU\��QHDUO\�RQH�KDOI�RI�HQWHUSULVHV�KDYH�QRW�
HVWDEOLVKHG�DQ�HPDLO�UHWHQWLRQ�SROLF\��DQG�RQO\�RQH�LQ�VL[�

5HJXODWRU\��OHJDO�
DQG�RWKHU�
UHTXLUHPHQWV�KDYH�
EHFRPH�PRUH�
QXPHURXV�DQG�
PRUH�VWULQJHQW��
GUDPDWLFDOO\�
LQFUHDVLQJ�WKH�
H[SRVXUH�RI�
HQWHUSULVHV�WR�D�
JURZLQJ�YDULHW\�RI�
OHJDO�DQG�RWKHU�
OLDELOLWLHV��DQG�
LQFUHDVLQJ�WKH�
VHYHULW\�RI�WKH�
FRQVHTXHQFHV�IRU�
LPSURSHU�DUFKLYDO�
RI�FULWLFDO�EXVLQHVV�
GDWD� 
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HQWHUSULVHV�KDV�LPSOHPHQWHG�DQ�DUFKLYLQJ�V\VWHP�WKDW�ZLOO�
SHUPLW�UHOLDEOH�DFFHVV�WR�GDWD�RYHU�ORQJ�SHULRGV��
�
:KDW�HQWHUSULVHV�UHTXLUH�LV�D�PHDQV�RI�DUFKLYLQJ�GDWD�
UHOLDEO\�VR�WKDW�LWV�LQWHJULW\�LV�SUHVHUYHG�IRU�GHFDGHV��LI�
QHFHVVDU\��DQG�D�PHDQV�RI�UHWULHYLQJ�WKLV�GDWD�HIILFLHQWO\�
DQG�FRPSOHWHO\�LQ�RUGHU�WR�PHHW�DQ\�DQG�DOO�UHJXODWRU\��
OHJDO�DQG�RWKHU�UHTXLUHPHQWV��
�
.96�DQG�(0&�KDYH�MRLQHG�IRUFHV�WR�GHYHORS�D�VROXWLRQ�WKDW�
HQDEOHV�HQWHUSULVHV�WR�DGGUHVV�HDFK�RI�WKHVH�UHTXLUHPHQWV���
7KHLU�VROXWLRQ�LQWHJUDWHV�HDVLO\�LQWR�WKH�H[LVWLQJ�,7�LQIUDVWUXFWXUH�
DQG�DOORZV�DQ�HQWHUSULVH�WR�PHHW�DOO�RI�LWV�UHJXODWRU\�DQG�
RWKHU�UHTXLUHPHQWV�IRU�GDWD�DUFKLYDO��HIIHFWLYHO\�HOLPLQDWLQJ�
WKH�ULVNV�DQG�OLDELOLWLHV�WKDW�PRVW�HQWHUSULVHV�WRGD\�IDFH�IURP�
LPSURSHU�DUFKLYDO�SUDFWLFHV��
�
�
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$SSHQGL[�
�
7KH�IROORZLQJ�FKDUWV�VXPPDUL]H�WKH�GDWD�GHYHORSHG�GXULQJ�
WKH�UHVHDUFK�SURJUDP�FRQGXFWHG�IRU�WKLV�ZKLWH�SDSHU��
� ���������
	���
�������������������	�������
 �"!#�%$�$�
����#&"�'�%�(�
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�

acb d(acb eBacb fBacb gBacb hBacb
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z t {
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F�G

H F*G

I*F*G

J*F*G
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Now
In 12 Months
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�� �107$�� W @ ��� ^ ]#
�� �
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J*F*G

J*V*G

L MN O
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�������2VWHUPDQ�5HVHDUFK��,QF���.96�DQG�(0&�&RUSRUDWLRQ�
$OO�ULJKWV�UHVHUYHG��
�
1R�SDUW�RI�WKLV�GRFXPHQW�PD\�EH�UHSURGXFHG�LQ�DQ\�IRUP�E\�DQ\�
PHDQV��QRU�PD\�LW�EH�GLVWULEXWHG�RXWVLGH�RI�WKH�FOLHQW�RUJDQL]DWLRQ�
WKDW�KDV�SXUFKDVHG�LW��QRU�PD\�LW�EH�UHVROG�E\�DQ\�HQWLW\�RWKHU�WKDQ�
2VWHUPDQ�5HVHDUFK��,QF���ZLWKRXW�SULRU�ZULWWHQ�DXWKRUL]DWLRQ�RI�
2VWHUPDQ�5HVHDUFK��,QF��
�
7+,6�'2&80(17�,6�3529,'('�´$6�,6µ���$//�(;35(66�25�,03/,('�
5(35(6(17$7,216��&21',7,216�$1'�:$55$17,(6��,1&/8',1*�
$1<�,03/,('�:$55$17<�25�),71(66�)25�$�3$57,&8/$5�385326(��
$5(�',6&/$,0('��(;&(37�72�7+(�(;7(17�7+$7�68&+�',6&/$,0(56�
$5(�'(7(50,1('�72�%(�,//(*$/��
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