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Executive summary

EMC® Disk Library (EDL) replaces tape libraries in many situations and offers better backup and restore
times. Restore times are especially better due to the elimination of tape physical motion times. EDL aso
offers higher availability due to use of RAID. Many different backup applications on several platforms
have be®en qualified for use with EDL. EDL has also been qualified for NDMP backup with EMC
Celerra™.

Introduction

Y ou must configure aNetApp filer so that it seesthe EDL virtua devices (tape libraries and tape drives)
before configuring your NDM P backup software to use the EDL. Once the filer seesthe EDL devices, you
can follow the standard practices that you use to back up to areal NDMP tape library. This paper provides
an overview of NDMP, explains how to configure EDL with NetApp Filers, and describes considerations
when NetApp filers are backed up to EDL.

Audience

Thiswhite paper isintended for anyone desiring to understand how EDL can be used for NDMP backup of
NetApp filers. The reader should have a basic systems-engineering level understanding of networks and
storage fundamentals.

NDMP overview

The Network Data Management Protocol (NDMP) was co-devel oped by Intelliguard (which was purchased
by Legato) and NetApp as a standard to simplify backing up filers. In the beginning, filers were backed up
by attaching alocal tape drive and running an internal backup program from a command line. Most often
this command wastar or dump, since early filers were based on variants of the UNIX operating system.
Thiswasfine at first, but as companies deployed more and more filers, it became apparent that manually
mounting tapes to back up each filer was cumbersome, and restoring the filer was even more cumbersome.
There was no centralized method to scan for the file you wanted, and each filer had to be consulted.

NDMP was devel oped for several reasons:

e To automate filer backup by allowing the use of tape libraries and giving backup software the ability to
start backups and restores from a centralized location

e To take backup traffic off the network (you could back up afiler by backing up a CIFS share or NFS
mount point, but network bandwidth was consumed)

e To back up both CIFS and NFS attributes, which would not be possible with regular network backup

In general, the goal's are accomplished through a few mechanisms:

e Backups and restores are controlled via a network protocol. Backup software vendors offer NDMP
options that implement this protocol.

e Thefileris connected directly — perhaps via SAN or SCSI —to atape library or tape drive.

e Filerscontain a passthru SCSI driver for tape library devices. Thisdriver gives the backup software
the ability to send any SCSI command desired to the library device. These commands inventory the
library and move tapes.

e Filersalso havetape drivers for standal one tape drives and tape drives within libraries.

e Filer vendors have enhanced their native backup utilitiesto back up and restore both CIFS and NFS
attributes, so that restores work properly when files are made available via both network protocols.
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The backup software issues appropriate NDM P commands to cause the library to be inventoried, to move a
tape into a drive, and to start the requested backup or restore. While a backup is executing, the filer till
usualy runsavariant of tar or dump, and it also sends alist of the files to the backup server asit backs
them up. Backup software incorporates the filesinto its database (or catalog), and makes them available to
peruse when restoring. Asaresult, individual files may be selected for restore.

The steps to configure a NetApp filer to use avirtual tape library on an EDL are described as follows.
They are no different than if you were using a backup server rather than a NetApp filer, but are listed for

clarity.

Zone EDL to the filer

The NetApp filer isa SAN client to the EDL. Each fibre port on the filer used for NDMP backup to EDL
must first be zoned to an EDL front-end (target) port so that the filer can “see” the EDL.

It is easy to distinguish a NetApp filer port from other devices plugged in to the switch, because the Name
Server lists the device as aname similar to “Netapp FC adapter 9a”, as shown in Figure 1. (Although the
examplein Figure 1 is from a Brocade switch, other switches provide similar reposts.)
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Figure 1. Switch Name Server showing a NetApp filer fibre port
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Create a virtual tape library

When you attach a physical tape library to your EDL, you need to create avirtual tape library that has the
same type of tape drives asthe physical library. Otherwise, you can use any tape library and drive
combination that is supported by your NetApp filer and NDMP backup software. Consult NetApp and the
vendor of your backup software.

Create a SAN client

“SAN Client” isEDL’s representation for the WWPN of the NetApp filer. You need to enter a name for
the SAN client that refersto thefiler. For example, in Figure 2, the SAN client name is the same as the
filer port’s name.
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Figure 2. NetApp filer as a SAN client

Assign the virtual tape library to the filer (SAN client)

Y ou must assign the virtual tape library that you created to the filer's SAN client. Once thisisdone, the
filer will be able to see the virtual tape library devices (the library device itself and its virtual tape drives)
after rebooting the filer or bouncing the switch port as described next.

Bounce the switch port

Thereisno way to tell aNetApp filer to scan its Fibre Channel ports for new tape devices. It automatically
scans when it detects a fibre state change. 1t isimportant to note that assigning a virtual tape library to the
filer SAN client in EDL does not cause a state change. Therefore, short of rebooting the filer (whichis
usually not agood ided), the filer can be instructed to scan for new devices by disabling and then re-
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enabling the switch port connected to the filer. Do this through the switch GUI or telnet connection — or
simply unplug the fibre cable and plug it back in.

Note: Wait a minute after disabling (unplugging) the switch port so that the filer truly disables the port.

Verify filer devices

Log in to thefiler with administrative rights (root user) and run the command sysconfig —m to get alist of
tape library robotic devices connected to the filer, and run the command sysconfig -t to get alist of the
tape drives. For example, in a Spectralogic library, the tape drives are displayed with the following
command:

sysconfig -t

Tape drive (SW_TOP:2.0L1) Sony SDX-500C

rst0l - rewind device, format is: AIT-1 25 GB
nrst0l - no rewind device, format is: AIT-1 25 GB
urst0l - wunload/reload device, format is: AIT-1 25 GB
rstOm - rewind device, format is: AIT-1 50 GB comp
nrstOm - no rewind device, format is: AIT-1 50 GB comp
urstOm - unload/reload device, format is: AIT-1 50 GB comp
rstOh - rewind device, format is: AIT-2 50 GB
nrstOh - no rewind device, format is: AIT-2 50 GB
urstOh - unload/reload device, format is: AIT-2 50 GB
rstla - rewind device, format is: AIT-2 100 GB comp
nrstla - no rewind device, format is: AIT-2 100 GB comp
urstla - wunload/reload device, format is: AIT-2 100 GB comp

Tape drive (SW_TOP:2.0L2) Sony SDX-500C

rstll - rewind device, format is: AIT-1 25 GB
nrstll - no rewind device, format is: AIT-1 25 GB
urstll - wunload/reload device, format is: AIT-1 25 GB
rstlm - rewind device, format is: AIT-1 50 GB comp
nrstlm - no rewind device, format is: AIT-1 50 GB comp
urstlm - unload/reload device, format is: AIT-1 50 GB comp
rstlh - rewind device, format is: AIT-2 50 GB
nrstlh - no rewind device, format is: AIT-2 50 GB
urstlh - wunload/reload device, format is: AIT-2 50 GB
rstla - rewind device, format is: AIT-2 100 GB comp
nrstla - no rewind device, format is: AIT-2 100 GB comp
urstla - unload/reload device, format is: AIT-2 100 GB comp

And the library deviceis displayed by the following command:
sysconfig -m

Medium changer (SW_TOP:2.0) SPECTRA GATOR
mc0 - medium changer device

Note that you may have set up avirtual library with virtual tape drivesthat are not “qualified” by NetApp.
In this case, the filer will discover the drives but will not allow them to be used. For example, LTO-3 tape
drives may not appear in the list of qualified tape drives for older NetApp filers. There are several possible
aternatives:

e Do not use the new tape emulation type. Create a different virtual tape library in your EDL that
contains older qualified tape drives.
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Obtain a patch from NetApp in which the desired tape drive is qualified.

Configure the NetApp filer, specifying that the desired tape drive type emulates a qualified drive type.
Theinstructions for this procedure can be found in the NetApp document entitled Data ONTAP Data
Protection Guide for your revision of Data ONTAP. See the section “Using nonqualified tape drives.”

Configure NDMP backup software

Follow the instructions provided by your NDMP backup software vendor to configure the software for use
with EDL as a destination of NDMP backups. EDL virtual libraries work the same way as real tape
libraries for NDMP backups.

Conclusion

This paper shows how EMC Disk Library virtua libraries may be used as NDMP tape libraries to back up
NetApp filers.
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